THE ZENOTTA LITEPAPER

an abridged overview of the Zenotta Digital System

Alexander Hobbs
Andrew Kessler
Andreas Furrer

Miles Timpe

Zenotta AG

April 7, 2023

Page 1 | 28



Contents

1 Introduction

1.1 The pursuit of value in digital systems . . . . . . ... ... ..
1.2 Files under blockchain governance: realizing web3 . . . . . . . .
1.3 The building blocks for a distributed marketplace . . . . . . . .
1.4 Transferring value with a native protocol . . . . . . . . .. . ..

2 Digital Ownership with Smart Data

2.1 The decentralised file format . . . . . . . . . .. ... ... ...
2.2 A paradigm shift in digital assets . . . . . . ... .. ... ...

3 The Internet Transaction & Trade Protocol (ITTP)

3.1 The data protocol . . . . . . ...
3.2 The universal ledger . . . . . . ... ... ... .. ...
3.3 The Piscesnetwork . . . . . . . . ... oL
3.4 The legal framework . . . .. ... ... .. L.

4 The Zeno

4.1 TIssuance schedule . . . . . . ... ... ... .. ... ...,
4.2 Economic policy . . . . . . ... .. e

5 AnN Integrated Ecosystem

5.1 Bridging the gap to traditional finance . . . . . . . .. ... ..

OOt s W W

()]

Page 2 | 28



Chapter 1: Introduction
Ascribing digital value in digital systems

In the physical world, value is easily evident, albeit often subjective. As a society, and as
human beings, we are eminently comfortable with the notion that physical objects can possess
value, and through the related concept of ownership, how this value can be transferred between
individuals and groups. The development of the Internet has, however, given rise to a world
that is entirely digital in nature, and our long-held understanding of what can and cannot be
assigned value is in dire need of updating. The latest paradigm to emerge from the Internet-
enabled machinery of communication — blockchain — is re-defining and potentially introducing
the concept of digital value, whether it be digital gold (Bitcoin), money (cryptocurrencies in
general), financial products (DeF1i), digital goods (NFT5), or digital real estate (the metaverse).

Fundamentally, the digital world does not preserve the “structure of value” in the same way
that the physical world does. This introduces unnecessary costs and risk into digital systems,
affecting the physical world a myriad of ways — causing procedural headaches and inefficiencies
for automation in industry, government, and the private sector alike, as well as interfering with
international trade and logistics. Identifying a reliable methodology for ascribing value within
digital systems would alleviate the substantial hurdles currently faced by content creators, organ-
isations, and industries in regards to compliance, capital raises, client engagement, cybersecurity,
data rights management, and more.

1.1 The pursuit of value in digital systems

Notable attempts at creating substantive value in digital systems include pricing via processing
(Dwork & Naor, 1993), Bitgold (Szabo, 1998), Hashcash (Back, 2002), and Bitcoin (Nakamoto,
2008). Each of these technologies represents a step (sometimes a leap) toward understanding
value in digital systems. But a general solution, and one that mirrors the structure of value
found in the physical world, is still elusive.

When we consider physical world economics, we see why. Economic value is largely a function
of supply and demand; however, in the digital world, the fundamental mechanics of supply and
demand are not preserved because digital goods can be created, duplicated, and manipulated at
virtually zero cost. Fundamentally, the economic value of things in the physical world should be
framed in the context of non-rivalry and excludability!, two properties which a thing must
satisfy in order to possess economic value and to be considered an asset.

When we consider legal systems, the discrepancies are even clearer. This is due to the fun-
damental concept of ownership. Only rival and excludable assets are ownable, while non-rival
and non-excludable assets, such as air or water, are public goods available to everyone. Air is
everywhere, accessible to all, and in effectively infinite supply, but a tank of compressed air is
finite, restricted, containerized, and can be physically transferred in a way that removes it from
the ownership of the transferring party. Legal systems must be able to define and protect rights
and ownership for digital assets, which they cannot do without a form of ownership that creates
such a containerizing concept on the machine level.

INon-rivalry means that consumption by one party of a thing prevents simulataneous consumption by others,
whereas excludability means that consumption of a thing can be prevented for certain parties
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Value types

Equally important is the requirement for digital value to represent all value types, whether
intrinsic, which is a form of value inherent to the asset and its existence — of which one can classify
certain primitive sub-types such as ethical value, aesthetical value, and even metaphysical value
(the value associated with self-identity and the relationship between the asset and the owner)
— or instrumental, which is the utility value of an asset; its purpose, its functionality, or its
usefulness as a means to an end.

The source of digital value

The starting point for fixing all of this is to understand the ‘thing of value’ in the digital space that
we need to harness and protect. On a practical level, digital systems consist of files, which act as
containers for knowledge, and applications, which act as containers for logic. While applications
can read and, if necessary, extend existing knowledge within the system, it is the file itself that
contains the knowledge? and the effort and work that has gone into developing and recording
that knowledge. This high-level ontology indicates a strong correlative relationship between files
and intrinsic value, as well as between applications and instrumental value.

This makes sense when one realizes that there can never be a coin, or a token, that accurately
personifies all forms of intrinsic value. However, a file (or files) can. Unfortunately, while digital
coins or tokens can ‘live’ on a blockchain, files cannot — block space is expensive, and files contain
far too much data (along with, often, privacy requirements) to be stored and verified.

1.2 Files under blockchain governance: realizing web3

The initial development of the Internet revolved around the dissemination of information. The
first incarnation (webl) largely consisted of one-way access to a repository of information for
the average user (read). Later this developed into a two-way platform for sharing and creating
content (read-write).

Since then, the Internet has evolved into a social realm where individuals interact, share per-
sonal data, and engage in economic activity. This goes far beyond mere social media, and is a
fundamental shift towards a digital societal identity, with all of the accompanying societal value
and structure, such as rights and privacy.

While many definitions of web3 differ, it is probably described best in this ontology as read-
write-own. This is not only two-way but also peer-to-peer, with individuals conducting business
and personal relationships and transacting, just like in the physical world. The problem is that
the infrastructure and base layer protocols of the Internet are not capable of defining or ascribing
value — there is no concept of native ownership or transaction security (in short, no solution to
the double spend problem). This is where blockchains come in. Solving the double spend
problem®, and more generally, the Byzantine Generals’ Problem* (BGP) in order to achieve
trustless, immutable, distributed group consensus means defining and transacting ownership for
the coins or tokens under blockchain management.

2here used in an abstract, general sense — a file containing images as art may not be knowledge in a strict sense
of the word, but it still contains the fruits of a author’s creativity, skill, and imagination

3the problem of how to determine whether a given digital asset was spent more than once

“fundamentally, a problem describing the di Cculty of trusted information transfer without requiring all par-
ticipants to be trustworthy
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Fundamentally, web3 is about getting machines to understand value. Transacting assets in the
digital world is largely pointless if vast amounts of human legal manpower has to be brought
to bear to resolve disputes constantly. The semantics around value and the relationships they
create cannot be interpreted by machines, because under the current web2 paradigm, machines
cannot process the ownership and transaction of les.

So what is the solution? While les cannot live on a blockchain, they can be put undeblockchain
governance Thanks to developments in blockchain and cryptographic protocols, les (and more
generally, data) can be managed from the blockchain ledger through a decentralized le format
known as Smart Data . Zenotta has developed this technology as part of a Layer-1 solution
to the double spend problem for data how to ensure that a le can be traded peer-to-peer in
the way that coins and tokens can; and how the rights to the le, and the le itself, can move
concurrently from owner to owner.

1.3 The building blocks for a distributed marketplace

The ability to trade a le peer-to-peer opens up the potential for a true distributed marketplace,
where trades can occur without going through or being managed by a centralised third-party.
Moreover, placing the trade of assets under the consensus mechanism of a Layer-1 blockchain and
removing the necessity for smart contracts to govern such transactions reduces complexity, risk,
and cost. The use of a universal, two-way ledger (refer to Chapter 3) together with distributed
nodes for matching trades between users allows the trade of assets to occur without going through
an exchange. The transactions on this distributed marketplace are secured by the distributed
consensus that makes blockchains so powerful, and the focus on data, rather than smart contracts,
as the key assets around which trade executes provides a framework for compliance and reduced
risk when processing the movement of said assets.

With online words and metaverses emerging in the web3 paradigm, distributed marketplaces
where the rights of the individual, their digital identity, and the ownership of their assets are
preserved in the same way as in the physical world will become ever more vital.

1.4 Transferring value with a native protocol

The Internet, born in 1990 with a suite of technologies that would continue to be re ned over the
coming years and decades, was focused around the transfer of information across a distributed
public network. It is fair to say that it has been extremely successful in achieving this goal.
However, in order to transfer value, one cannot use the same protocols that enable the transfer
of information. The reason for this is simple: it does not matter if information is “spent' twice.
With value, the prevention of a "double spend' is absolutely vital, since without this protection,
whatever is being transferred loses its value. What is needed, then, at this moment where we are
witnessing the birth of an “Internet for value' is a native Internet protocol that communicates
value across a distributed public network.

We call this protocol the Internet Transaction & Trade Protocol (ITTP), and we elaborate on it

in Chapter 3. Central to this protocol is blockchain governance of data, as we have introduced
above, and a form of data able to retain the properties of uniqueness and identity that give
physical objects in the real world value that cannot simply be lost through making a copy.

Sor multiple times
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Chapter 2: Digital Ownership with Smart Data

Programmable ownership through identity

The understanding that les, and the data contained within, are the key repositories of value in
digital systems leads us to the key concept: a form of data that can be placed under blockchain
governance. Such a form of data would integrate with economic, social, and legal value structures
and allow for the realisation of true digital value for the rst time.

In our society, the ever-accelerating pace of digitization has led to vast improvements in quality
of life, knowledge, and given the individual a truly global reach. However, we live in a world
where the rate of technological development often outstrips our ability to preserve fundamental
economic and human rights and personal freedoms.

What is needed then is a new approach to the digital world. An approach designed from the
ground-up, that natively imparts ownership on a truly digital level, within the data within
the le itself. Imagine a society where you can pay your rent with a fractionalized version of
a song that you wrote, or buy groceries with a piece of digital art that you own. Imagine
trillions of connected, programmable les, with rights and privacy assigned at the le level. For
content creators, for businesses dealing in digital products, or indeed any individual, company,
institution, or government, the potential of such a system is vast, and as yet untapped.

To this end, we introduce the technology ofSmart Data . Smart Data is a decentralized le
format under blockchain governance, that is programmable and secured through encryption,
encoding, and an immutable blockchain ledger.

2.1 The decentralised le format
A Smart Data le consists of three parts:

1) A cold-stored le (CSF)
An encrypted, encoded le that is under the possession of the owner of the Smart Data.

The CSF contains the content (the image, or the video, or the music, etc.). The CSF lives either
on the owner's machine or in their cloud storage. This le cannot be decoded without the DRS
(part 2), and cannot be decrypted without the symmetric encryption key (part 3).

(2) A data rights signature (DRS)

A collection of hash values and an encoding scheme that form a ngerprint unlocking the rights
to the asset.

The DRS provides demonstrable (identity-based) ownership of the CSF, along with the ability
to decode and decrypt the content. Part of the DRS is the unique encoding scheme which acts
as the instruction manual, or rosetta stone, that instructs the machine that holds the cold-stored
le (CSF) on how to read it. The encoding is akin to digital DNA, which imparts uniqueness to
the le itself.

The DRS is visible on the blockchain but unaccessible without the encryption key pair (part 3).
It is machine-readable and zero knowledge, which means that its visibility alone does not allow
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Figure 1: The components of Smart Data, comprising a decentralized le format.

for any party to gain any knowledge about the contents of the le.

3) An asymmetric encryption key pair and symmetric key

A pair of asymmetric encryption keys that sign the DRS on the ledger and a symmetric key that
protects the Smart Data content from anyone but the owner.

The symmetric key is held in the owner's wallet, whether this is a wallet on their computer or
a hardware version. Once the CSF has been decoded using the DRS, it must still be decrypted
by the symmetric key in order to gain useful access to the content. The DRS encoding scheme,
which imparts the uniqueness, cannot be moved or spent or in any way transferred without
having the asymmetric encryption keys.

Re-inventing Cold Storage

The cold-stored le (CSF) described above is an entirely new approach to cold storage. Instead

of being cold-stored by location, e.g., a secure air-gapped server, the le is cold-storég state

This means that is can be held anywhere, or allowed to oat freely on the Internet, while still
being secure and exclusively the possession of the owner. Anyone who gains possession of the
CSF while it is still encrypted and encoded will nd it useless, and the only way to (i) decrypt

the DRS and (ii) decode the le is to (i) be in possession of the keys and (ii) be the owner of the
DRS.
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2.2 A paradigm shift in digital assets

The Crypto space undergoes an incredible amount of innovation and experimentation, with new
projects and coins being launched almost every day. Accordingly, there are some concepts that
have emerged that have similarities with Smart Data. The most relevant of these is that of NFTs,
or Non-Fungible Tokens, which have been gaining popularity and activity since approx. 2018.

NFTs are an example of the power of scarcity in a digital asset. By using the Ethereum ERC-
721 non-fungible token standard (for example) crypto assets can have property rights assigned
to them and become commodities to be bought and sold in areas such as virtual worlds, games,
and digital art galleries. NFT standards have also recently been developed in other blockchains,
creating a competitive marketplace in terms of choice of infrastructure.

Where Smart Data stands apart from these token standards is the re-invention of the le itself.
Rather than having a token with the property of non-fungibility assigned to a particular data
le, it is the le itself that contains this non-fungible, scarce property, through the decentralized
le format and the interplay of encryption, encoding, and a blockchain-based signature. These
properties allow for full control of the le as well as ownership. A good analogy would be that of
taking ownership of a new car. Non-fungible token standards essentially give you the “pink-slip’
of ownership, while Smart Data gives you both the pink-slip as well as the keys to the car.

We can see the di erence in more speci ¢ detail by looking at the relevant properties of NFTs
vs. Smart Data. We start with the obvious property that they both share, namely non-
fungibility/scarcity.

Relevant Properties of Smart Data

Non-fungible/scarce:  The uniqueness of an item is what gives it economic value in the market,
allowing it to function as a asset. It is important also that this uniqueness persists over time,
and so imparting a rival character (where consumption of the good by one consumer prevents
simultaneous consumption to other consumers) to data is a huge step forward in moving towards
a data economy.

Smart data extends this property beyond that of NFTs by imparting both a rival and an ex-
cludable character (where consumers who have not paid for the good are prevented from having
access to it) to data. This is an incredibly important property for a data democracy. The owner
of the data can decide not only how their data is sold, but also how it is used while it is under
their ownership. Integration of existing software with the Smart Data format will allow for rights

to be embedded within data, for automated handling of data regardless of a speci ¢ application,
and for automated compliance checks, reducing lengthy legal procedures at the human level.

The other relevant properties that we need to consider for both NFTs and Smart Data are as
follows, starting with the list of properties for NFTs as outlined in a recent Coindesk article:

" Non-interoperable: A CryptoPunk cannot be used as a character on the CryptoKitties
game or vice versa. This goes for collectibles such as trading cards, too; a Blockchain Heroes
card cannot be played in the Gods Unchained trading-card game.

~ Indivisible: NFTs cannot be divided into smaller denominations like bitcoin satoshis.
They exist exclusively as a whole item.

Page 8 | 28



" Indestructible:  Because all NFT data is stored on the blockchain via smart contracts,
each token cannot be destroyed, removed or replicated. Ownership of these tokens is also
immutable, which means gamers and collectors actually possess their NFTs, not the com-
panies that create them. This contrasts with buying things like music from the iTunes store
where users don't actually own what they're buying, they just purchase the license to listen
to the music.

Veri able:  Another bene t of storing historical ownership data on the blockchain is that
items such as digital artwork can be traced back to the original creator, which allows pieces
to be authenticated without the need for third-party veri cation.

(Ollie Leech, Coindesk article, Feb 2021)

For Smart Data this list reads as:

" Optionally-interoperable: In the same way as with NFTs, Smart Data is genre-speci c;
with the caveat that its function can be altered through its property of being programmable
(see below).

Divisable: On this property, Smart Data departs from NFTs in an important way. Smart
Data can be fractionalised and sold for Zeno coins, which opens up an incredible amount
of liquidity in the space and lowers the barrier to entry for investors in Smart Data assets.
However, the transaction is atomic, meaning that both sides of the sale or trade of the
asset (or the fraction of the asset) must complete in order for it to process. This protects
buyers and sellers.

Indestructible:  Smart Data is locally stored but under the control of the blockchain via
Smart Data contracts and the DRS, which means that it cannot be destroyed, removed,
or replicated (see the “persistence' property below). However, through the compliance
property (see below) the “right to be forgotten' applies, enabling owners to "burn’ the DRS
to prevent any further use of this data.

Veri able: Here the same bene t applies as with NFTs. The signature chain that is built
up through a series of "lockboxes' encypted with each owner's private key ensures that the
original DRS remains unchanged, and so the original creator retains their authorship of the
Smart Data. Authentication is through the blockchain and does not require a third-party.

To this list we add:

" Authentic: Smart Data contains unique data DNA, rather than just an attached signa-
ture. This ensures that ownership is authentic and based on identity, and this ownership
extends to the le (the asset) itself, rather than just a token that represents the asset.

Persistent: Smart Data is not dependant on trusted third party hosting or on the whims
of any prior owner to alter content or previously codi ed ownership axioms. A seller cannot
perform a ‘rug-pull’ or scam the buyer in any similar way, and since the content of the le
is under the control of the owner, rather than a third-party, Smart Data cannot be delisted.
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" Programmable: Smart Data can be instructed to behave di erently under di erent con-
ditions, through Smart Data contracts. A good example of this would be if an owner wants
to restrict the sale of their Smart Data to countries or jurisdictions with a good track record
of LGBTQ+ rights, or to prevent the data from being used in a marketing campaign by a
company with shady business practices.

Compliant:  For any real economy, compliance with national and international law not
only cannot be avoided, but is desirable. Blockchains are currently a "wild west' where
anything goes, and while a libertarian philosophy is an important part of the new, decen-
tralized nancial system, in order to integrate with and advance society, rights and laws
protecting the individual must be upheld. Smart Data enables such compliance through (i)
programmable metadata and (ii) receipt-based trade native to the ledger with the ability of
user-de ned application of sanctions. These are implemented at the machine level, vastly
expediting legal processes while ultimately remaining under human control.

These additional properties broaden the notion of value for a Smart Data asset over an NFT
from merely economic to (i) social value and (ii) legal value. With Smart Data as the rst
rival & excludable digital good, possessing economic, social, and legal value, it represents a true
paradigm shift in the digital asset space, and constitutes the rst ever Non-Fungible Asset (NFA).
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Chapter 3: The Internet Transaction & Trade Protocol (ITTP)

Providing a Peer-to-Peer Electronic Trade System

The Zenotta Digital System (ZDS) combines the invention of Smart Data with a next-generation
blockchain network & ledger to provide technology enabling thenternet Transaction & Trade
Protocol (ITTP) . This protocol de nes the backbone of web3, in a similar manner to how the
HyperText Transfer Protocol (HTTP) de ned the backbone of Internet communication. ITTP
solves the “data double spend' problem, ensuring that value, rather than just information, can
be transferred across the Internet in a manner that is secure, e cient, legally-compliant, and
preserves digital rights and digital identity. ITTP therefore gives birth to a new, data economy
and democracy, where digital content and data of any kind becomes a digital asset.

The Internet Transaction & Trade Protocol (ITTP) is built around the following four compo-
nents/layers of the ZDS:

1) A data protocol that gives life to an “Internet of value' based on ownership of digital goods
& services, powered by Smart Data.

2) A two-way universal ledger  as a means to e ect trade of real economic digital goods &
services over a layer-1 blockchain defended by distributed consensus.

3) A hybrid blockchain network as the backbone for the rst distributed marketplace and
Smart Data universe, engineered with the next generation of distributed consensus to be scalable,
secure, and resistant to mining centralization and monopolies.

4) A legal framework that has been developed to be native to a digital system, ensuring
all aspects of the transfer of value across the Internet are legally valid, privacy-preserving, and
compliant.

These layers exist alongside a governance philosophy that adheres to the principle of governance
without control: a community-focused, fair partnership built on a Socratic interpretation of
Athenian democracy that ensures compliance with private legal acts and mandatory law.

3.1 The data protocol

Data is the cornerstone of digital systems. In an increasingly digital world, data has become
the lifeblood of our technical, social, legal, and economic structures. However, while data can
convey information e ectively, it cannot be used to reliably prescribe value, in a way that can
be transferred digitally. We term this The Data Problem

The Data Problem has its roots in the problem of scarcity. If you can simply copy or duplicate
an asset for essentially zero cost, it has no value (or at least none that can be utilised e ectively).
Up until now, the solution tried by purveyors or custodians of digital goods (e.g., movies, songs,
photos, etc.) is to prevent them from being copied, in order to give them scarcity and therefore
value. However, this is doomed to failure (and requires huge technical & legal e orts as well as
manpower).

At Zenotta, we believe that scarcity can be achieved in a far better way through unigueness.
Making an asset provably unique gives it true scarcity, and thus true value. The Zenotta data
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Figure 2: The four components/layers of the Zenotta Digital System (ZDS) that provide the foundation

of the Internet Transaction & Trade Protocol (ITTP). The data protocol allows for the conversion of any

le or data into Smart Data, part of which contains a Data Rights Signature (DRS) that can be traded

for payment tokens (or other digital assets) on a universal two-way ledger with a dual double entry
structure. This ledger is secured and defended by distributed consensus through a hybrid blockchain
network employing “Pisces architecture' (see Figure 5) with an o -chain set of nodes and a blockchain
set of nodes using a three-tier approach. Underpinning the above layers is a bespoke legal framework,
designed from the ground up to integrate with and support the execution of rights in the digital world,
through Zenotta's technology.
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